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Cybersecurity Law, Standards and 

Regulations – Test Question Bank 

(Sample) 

1. Which of the following is the BEST definition of an inchoate cybercrime? 
A. A cybercrime against a person or persons. 
B. A started by not completed cybercrime. 
C. A cybercrime against commercial property. 
D. A victimless cybercrime. 

Answer Key: B 

2. Causation is BEST described as: 
A. Result of a guilty act. 
B. The act. 
C. Intention, plus the act. 
D. Guilty state. 

Answer Key: A 

3. How many countries do not have extradition treaties with the US? 
A. 35. 
B. Approximately 100. 
C. Over 70. 
D. 50. 

Answer Key: C 

4. Which cybersecurity standard is MOST applicable to the retail industry? 
A. NIST 800-53. 

B. ISO 27005. 

C. HITECH. 

D. PCI-DSS. 

Answer Key: D 
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5. What is the BEST definition of a dispositive motion? 

A. A motion to dismiss. 
B. A motion to suspend. 
C. A motion to suspend. 
D. A motion to continue. 

Answer Key: A 

6. A failure to warn is BEST referred to as: 
A. The basis for the good Samaritan law. 
B. Not issuing a cybersecurity alert to an ISAC. 
C. Knowing harm yet failing to disclose. 
D. Knowing the law; however, not disclosing the penalty. 

Answer Key: C 

7. How many states HAVE data breach laws? 

A. The contiguous United States. 

B. 47 plus the District of Columbia. 

C. All 50.  

D. All states but New Mexico. 

Answer Key: C 

8. Insurable risk is BEST described as? 
A. Risks that can be accurately measured by an underwriter. 

B. Losses incurred by consequential damages. 

C. Coverage for regulatory fines. 

D. Technology made obsolete by the its replacement due to a cybersecurity event. 

Answer Key: A 

 

 


