Business Continuity Management Organization

Chapter I1: Business Continuity Management Organization

Objectives

o Determine the organizational requirements to plan for crisis events
o Identify individuals and teams needed to execute response and recovery plans
e Define the relationship between the various teams and individuals in the BCM program.

Overview of BCM Organization

Various individuals, teams and committees have roles in BCM before, during and after a crisis
event - developing strategies, establishing the operation requirements and identifying resources
needed. The BCM organizational structure selected should be functionally scalable and ready to
expand or contract to meet the needs of all crises. All relevant organizational functions should
be analyzed and represented (Appendix A: Organizational Functions). Some teams may be
organization-wide while others are designated for particular locations. Teams may be comprised
of sub-teams suitable to various organizational situations.

Teams play a major role in BCM. Each business continuity team has a designated team leader
and alternates. To keep the size of the teams to manageable levels, certain employees will often be
assigned multiple responsibilities. 1t should also be kept in mind that some individuals may not
be available to perform certain responsibilities during a crisis due to personal situations and
alternates should be identified. Where possible, it may be beneficial to assign multiple alternate
members, particularly for organizations subject to community-wide disasters.

In strategy development, teams identify the duration and scope of outage events, service
priorities and key resources on which plans rely. To establish the operation requirements, it is
necessary to define the type of service to be provided, the time by which service should be
provided and the customers to whom service should be provided.

At the onset of a crisis, an organization must shift emphasis from normal operations to safety and
security concerns. For most employees, plan execution responsibilities will likely be very different
than normal responsibilities. Quick decisions need to be made and key employees need to execute
response and recovery plans. It is not possible to effectively execute plans in a crisis situation if
decisions are being made by committee.

Teams provide for recovery of affected parts of the organization and carry on the normal
operations for unaffected parts of the organization.

Discussion: Management by Committee

Some organizations such as colleges, universities and associations prefer to conduct normal
operations by committee. A ‘management by committee’ approach ensures that everyone knows
the plan of action and all participants have the opportunity to express their ideas.

What are the problems associated with management by committee during actual crisis events?
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Key BCM Individuals and Groups

The BCM program is under the authority of the Chief Executive Officer (CEO). The CEO or
designated alternate is responsible for declaring a disaster on behalf of the organization.

The Business Continuity Management (BCM) Steering Committee is the primary decision
making group for the BCM program, has oversight for BCM at the corporate level and reviews
and approves the BCM program. The BCM Steering Committee, which is comprised of senior
management representing all primary functional and support areas, determines the scope,
provides resources, develops timeframes and defines responsibilities for the BCM program.

Business Continuity Planning Team is responsible for providing professional guidance
throughout the development, implementation and maintenance of the BCM program. The
Business Continuity Planning Team develops the guidelines, methodologies, standards and best
practices to be used in the BCM program. This group is responsible for adherence of all
planning activity to the organizational protocols and standards. The Business Continuity
Planning Team works with functional and technical individuals throughout the organization to
develop plans at the business unit level.

A Business Continuity Management (BCM) Coordinator is an individual who has overall
responsibility for BCM at each specific location. The BCM Coordinator ensures that the BCM
program is properly planned. This includes assisting management in defining objectives and
scope, and developing schedules and budgets. The BCM Coordinator utilizes project task forces
and reports to senior management on the program’s accomplishments. The BCM Coordinator
performs regular updates to plan documentation and arranges for periodic plan exercises and
actively participates in actual crisis events. The BCM Coordinator provides frequent feedback to
management while acting on its behalf.

The BCM Coordinator should ideally be a business continuity professional who can work well
within an organizational setting and has excellent communication skills to coordinate the work of
teams and motivate individuals. The BCM Coordinator should possess strong analytical ability,
technical competence, leadership skills and organizational knowledge. The BCM Coordinator
has key responsibilities in responding to crisis events and is closely involved with the
development, implementation and maintenance of the BCM program.

The Crisis Management Team (CMT) has overall responsibility to manage crisis events. The
CMT includes senior management with the authority to manage active crisis events and is
responsible to:

Gather facts and analyze conditions regarding a crisis.
Make decisions during a crisis.

Allocate internal resources.

Obtain needed external resources.
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Organizations should develop a team to communicate with interested parties regarding crisis events.
A Crisis Communication Team should be designated at the corporate level to maintain
consistent communications and contact with the media. The Crisis Communication Team
communicates with stakeholders and conducts all media communications.

The Crisis Communication Team is typically a group at the corporate level with liaison members
designated at major organization locations. Crisis communication requires extensive planning and
should always involve clear statements so that everyone involved receives consistent
information. The most critical individuals are the employee in charge of overall communications
and the ‘spokesperson’ in charge of media communications; a single individual often performs both
functions.

The Crisis Communication Team should develop emergency plans and materials to prepare for
crisis events. The Crisis Communication Team is responsible for the coordination of all
information disseminated to employees, customers, the press, the public and other interested
parties during times of crisis.

An Emergency Response Team (ERT) is an assembly of primary and alternate members at
each major location responsible for the response to a crisis. All members are personnel who are
familiar with their department’s responsibilities. Alternate members execute their
responsibilities in the absence or unavailability of the primary member.

All primary and alternate members need to be knowledgeable of overall BCM operations.
Members must also be available during a crisis. ERT members and/or ERT alternate members
are required to attend plan exercises organized by the BCM Coordinator.

These points should be considered regarding ERT membership:

e Team members should be drawn from a range of geographical locations to reduce the
probability of severe impact to multiple members from a community-wide crisis.

o Team members should be capable of handling physically and emotionally stressful
situations.

e Renters and single employees will likely have fewer personal responsibilities after a
community-wide crisis.

e Vacations should be coordinated so that a large number of ERT members are not out of
the area at any given time.

The organization’s Incident Commander is in charge of the ERT. The Incident Commander is
the individual responsible for the command and control of all aspects of a crisis. The Incident
Commander must have the authority and ability to make quick decisions in critical situations. As
the person who is in charge of the response efforts, the Incident Commander should be an officer
of the organization. For a significant, organization-wide crisis event, it is not uncommon to find
the Chief Operating Officer (COO), and not the CEO, at the top of the chain-of-command for
emergency response purposes.
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It is important for the organization to identify several individuals to serve as the Incident
Commander and to specify a chain-of-command. The chain-of-command is the order of
authority within the organization. During a crisis, the chain-of-command is not necessarily the
same organizational command order used during times of normal operations. The actual Incident
Commander will be the available individual who is highest on the chain-of-command.

The ERT is headed by the Incident Commander and comprised of management personnel
representing areas of the organization that have critical plan execution responsibilities. Overall
incident command is relinquished to responding civil authorities at their request.

Other teams are involved in the BCM organization. The Damage Assessment Team assesses
and documents damages caused by a crisis. The Recovery Team is designated to provide for
stabilization and resumption of operations caused by a crisis. Other teams to perform specific
functions may be designated by individual departments as necessary.

Figure 2.1 - BCM Organization
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Review Topics

1. ldentify reasons why quick decisions are often needed during the initial stages of a crisis
event.

2. What are the significant differences between the responsibilities of the CMT and the
ERT?

3. What are the characteristics of a person who would be a good leader during a disaster?

4. Does the BCM Coordinator need to be an employee at the senior management level?

Case Studies

Case Study A-2: Alpha Investment Services (AlS) considers BCM Organization
Based on the information previously provided in Case Study A, consider the following:
A-2.1 Is there a need for a CMT and an ERT at AIS?

A-2.2 Is there a need for an Incident Commander at each building?

A-2.3 Is there a need for an ERT at each building?

Case Study B-2: Beta Widget Makers (BWM) considers BCM Organization
Based on the information previously provided in Case Study B, consider the following:
B-2.1 Is there a need for a CMT and an ERT at BWM?

B-2.2 Is there a need for an Incident Commander at each Plant?

B-2.3 Is there a need for an ERT at each Plant?
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... Continued...
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