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Chapter I:  Fundamentals of Business Continuity Management 
 

Objectives 
 

 Define Business Continuity Management (BCM) 

 Define the relationship between BCM and risk management 

 Review BCM responsibilities  

 Identify BCM benefits, costs and the commitment required 

 Examine the BCM development process  

 Review the use of a project management approach within BCM  

 Review the data collection process for BCM  

 Present an overview of professional standards and terminology  

 Review the relationship between information technology and business continuity  

 Define Green BCM.  

 

Business Continuity and Risk Management  
 

Planning for disasters may take a backseat to more immediate concerns, especially for a manager 

who considers such events as improbable and who has not thought through the potential impact 

of being unprepared.  However, a prudent manager will develop contingency plans to provide for 

the continuation of essential operations.  Senior managers should review the criticality of the 

organization’s products and services to determine priorities and when operations must resume in 

order to avoid significant losses.   

 

Operations will be disrupted if one or several required resources are unavailable.  The event of 

the loss of a resource can be due to any one of several potential disasters.  Identifying these 

possible events requires a review of all internal and external resources required to deliver an 

organization’s products and services.   

 

Planning must focus on those events that can result in significant losses.  Such events are 

identified by comparing the expected recovery time associated with the event to the length of 

time operations can be interrupted before incurring significant losses. 

 

Alternative strategies can reduce the risk of an event.  The selection of the set of alternatives to 

be used will depend on their respective costs and benefits.  In certain cases the decision is 

obvious.  When the selection is not obvious a cost-benefit analysis may be required.  

 
Business continuity refers to the actions taken to sustain and/or resume operations impacted by 

crisis events.  Frequently the term business continuity by itself also implies recovery.  Business 

Continuity Management (BCM) is a holistic management program that identifies potential 

events that threaten an organization and provides a framework for building resilience with the 

capability for an effective response that safeguards the interests of its key stakeholders, the 

environment, reputation, brand and value creating activities.  Resilience is the ability of an 

organization to withstand the impact of a crisis event. 
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Risk management is comprised of the processes of risk assessment, risk communication and 

risk treatment.  Risk management and BCM are sometimes mistakenly seen as competing fields.  

However, risk management and BCM are strongly tied together and viewing the fields separately 

is unhelpful. Risk management tends to be preventative, whereas BCM tends to deal more with 

consequences. Risk management processes provide important inputs for BCM and also deals 

with control for risks.  On the other hand, BCM goes beyond risk management to plan for the 

inevitable disaster.  Utilizing business continuity and risk management in an integrated fashion is 

coherent and productive. 

 

There are multiple purposes for BCM.  BCM is used to prevent serious disruptions, if possible, and 

to mitigate the impact of occurring disruptions.  BCM is designed to provide safety for people and 

the environment, minimize the interruption of operations, mitigate damages, maintain customer 

service standards, maintain quality controls, reduce legal exposures and comply with regulations.   

 

Risk management is the foundation of comprehensive BCM and provides an analytic basis and 

an economic justification for decision making regarding the allocation of resources.  Risk 

management is a continual process of decisions resulting in how risks are treated, whether 

accepted, avoided, reduced or transferred. 

 
Conceptually, risk management decisions are extremely difficult.  The difficulty arises because 

these decisions must come to grips with uncertainties surrounding highly unlikely events with 

major, potential adverse impact upon the operation of an organization.  The use of risk 

management for contingency planning can provide an organization with considerable savings 

through effective use of insurance and implementation of cost-effective loss reduction strategies.    
 

BCM Responsibility 
 

There are many challenges facing organizations regarding BCM.  Communication of the benefits 

of BCM and similarly communication of the risk of not having a BCM program are foremost 

among these challenges.  BCM should be partnered strategically with the organization to be most 

beneficial and the effectiveness of the program should be thoroughly evaluated.  There is a need 

for regulations to ensure compliance, and likewise, there is a need for industry standards to 

promote widespread implementation of BCM. 

 

The Board of Directors is an organization’s highest management authority and has ultimate 

responsibility for the organization's performance.  The Board of Directors must establish policies 

and objectives to ensure the organization’s survival and fulfillment of its mission.  Law imposes 

strict duties on directors because they exercise control and management over the organization.  

Internal control is the direct responsibility of the directors and these duties apply to each director 

separately.   

 

Senior management holds specific powers conferred by the authority of the Board of Directors 

and has the responsibility of managing the organization.  Senior management is responsible to 

initiate and oversee BCM to ensure the organization’s preparedness and resiliency for a broad 

spectrum of critical events.  It is the responsibility of all employees of an organization to 

understand their role in BCM and to actively participate as directed. 
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If there is a management of money or property among two or more parties a fiduciary 

responsibility is created.   Although fiduciary responsibilities vary somewhat between different 

countries, a fiduciary is required to perform duties to the highest standards and to avoid any 

conflicts of interest. 

 
BCM Benefits  
 

Communication is a critical factor in obtaining support for BCM.  Senior management should be 

made aware of the dangers of not having BCM.  Examples of disasters in relevant industries are 

useful in establishing the necessity of BCM and obtaining support.  Highlighting actual incidents 

that could have been disasters is also most useful.  

 

There are many benefits to an organization to have comprehensive BCM.  Effective BCM 

decreases exposure, reduces downtime, secures assets and improves security.  The process of 

developing BCM improves employee understanding and provides cross-functional training.  

Also, BCM protects markets, provides legal compliance and helps avoid liability. 

 

A presentation to senior management should relate BCM to the organization’s mission, explain 

the risks to which the organization is vulnerable, explain management’s accountability and 

liability and provide a foundation to develop BCM policy. 

 
BCM Costs 
 

The cost-justification of BCM is similar to the cost-justification of a good insurance policy: there is 

an initial outlay of a modest amount of money that will lessen the financial impact of a possible 

future crisis.  Similar to an insurance policy, the financial benefit of BCM must be viewed from a 

long-term prospective.  BCM is not a vehicle that will likely produce a short term return on 

investment.  However, as with any other venture, BCM must ultimately be cost effective to remain 

funded.  Many of the important benefits of BCM (for example, employee goodwill and customer 

satisfaction) are clearly important but are difficult to measure.  All of these factors contribute to the 

challenge of securing a financial commitment from senior management for BCM. 

 

The cost of establishing and maintaining BCM includes both initial and ongoing expenses related 

to various activities and assets, including: 
 

 Developing BCM analysis and documentation. 

 Backup facilities and equipment. 

 Organization assets dedicated to emergency response.  

 Physical improvements designed to mitigate damages.  

 Training programs for employees.  

 Exercising the BCM program. 

 Maintaining BCM documentation. 

 Insurance. 
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BCM Commitment  
 

Before any program can commence and be successful, a commitment must be secured from the 

highest levels of the organization.  Significant senior management-level participation at the 

corporate level is needed to oversee the program.  Sufficient authority and resources have to be 

allocated to the BCM program for it to be successful. 

 

A senior executive should act as sponsor and champion of the BCM program.  Management is 

typically aware of the need for business continuity planning but may need assistance in many 

aspects of project initiation and management.     

 

Senior management should ensure that prudent precautions are in place to prevent or mitigate a 

crisis, with the primary emphasis being on having the organization prepared to respond to 

safeguard people.  Fundamentally, senior management is responsible for protecting the 

organization.  

 

Senior management needs to develop and implement a business continuity policy tailored to its 

needs.  The organization should define a BCM policy so that all operational components have 

documented and exercised plans for the full range of resources required.  A generic example of 

such a statement is: ‘We are committed to providing continuous operations for our entire 

organization under normal circumstances and rapid recovery from disruptive events.’ 

 

BCM is not a short term project that comes to completion, but rather it is an ongoing, continuous 

program.  BCM should be comprehensive across the entire organization and prioritized by 

operational needs.  To be effective, BCM should always be current and properly tested to ensure 

that the proper measures are taken in the event of a situation requiring BCM activation.  It is 

necessary to develop an approach with a budget and a timeframe.  Key decisions are needed to 

resolve several questions as follows: 
 

 Do we have the internal expertise to complete the program?  Do we want to use the 

services of a consultant?  The consultant may shorten the time necessary to develop the 

BCM program and also add much value to it.  

 Which software should be utilized for the BCM program?  Word processing templates 

come in a variety of packages from basic to rather comprehensive.  More expensive 

menu-driven software packages may be a better value for organizations with more 

complex planning needs. 

 

BCM Development Process 
 

BCM should strive to determine and implement the most cost-effective strategies that 

accomplish the business continuity objectives.  Identifying potential events that threaten an 

organization and providing a framework for building resilience with the capability for an effective 

response involves actions before an event, during an event and after an event. 

 

BCM should be based on operational requirements and led by an empowered team.  The 
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The first priority of BCM must always be the protection of human life.  BCM must also have as a 

priority the protection of the environment.  BCM enables effective decisions during a crisis, 

minimizes asset loss, facilitates timely recovery and maintains the organization’s reputation. 

 

Business Continuity Phases are the steps to be taken before, during and after a crisis and 

include: prevention, mitigation, response, recovery and restoration.  Prevention steps are designed 

to lessen the likelihood of a crisis event.  Mitigation steps are designed to make the impact of an 

event less severe.  Response is the reaction of an organization to an event to address immediate 

effects.  Recovery is the stabilization and resumption of operations.  Restoration is the process of 

returning to normal operations at a permanent location.   
 

BCM is a program consisting of three major stages: development, implementation and 

maintenance.  As depicted in Figure 1.1, the program is continuous and cycles through these 

steps for the various entities of an organization.   

 

Figure 1.1 - The Cycle of BCM Stages 
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