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OUR FAVORITE QUOTE OF THE MONTH:

Richard Nixon once told David Frost ... when the President does it that means it is not
illegal.

A CHILLING EXPERIENCE
by Philip Jan Rothstein, FBCI

[This article originally appeared in INFORMATION SECURITY MAGAZINE, March, 1998;
Copyright 1998, Rothstein Associates Inc.]

ING Canada Property and Casualty, part of the International Netherlands Group, successfully
thawed out from the ice storm which paralyzed dozens of other Canadian and New England
organizations in January, 1998.

FROZEN ASSETS

Snow storms and ice storms are not uncommon in New England or in much of Canada.
The massive ice storm that blasted parts of New England, northern New York State, Quebec and
Ontario in mid-January of 1998 might very well be one for the record books. Early estimates of
overall business and residential losses are on the order of $1 billion in Canada and $200 million
in the U.S., according to Computerworld Magazine.
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Extended power outages in these areas have been particularly painful for I.T. facilities cop-
ing with the frosting. ING Canada Property and Casualty, a part of International Netherlands
Group headquartered in Montreal, was especially hard-hit. Operation of their data center in Saint-
Hyacinthe, Quebec has been outsourced to Computer Sciences Corporation (CSC); ING Canada
|.T. staff also work out of the same building. A hot site recovery agreement is in place with
Comdisco Disaster Recovery Services (CDRS).

The Saint-Hyacinthe data center supports all of ING s Canadian operations. The ING
Canada Property and Casualty Group is an industry leader. With more than half a million cus-
tomers, customer service and satisfaction are top priorities.

UH-OH...

The data center lost utility power quickly when the ice storm hit, at around 10:00 A.M. on
Wednesday, January 7, 1998. Fortunately, an uninterruptible power system (UPS) and backup
generator effectively took over the short-term power load for the mainframe serving ING. Not so
fortunately, this was not to be a short-term power outage: the ice storm impacted operations for
two weeks.

Three major risk factors were identified, according to Robert Proulx, First Vice President
of Technology and Systems for ING Canada Property & Casualty: (1) power, (2) the telecommu-
nications network serving all of Canada, and (3) people.

An important characteristic, Proulx noted, was that we were facing a major issue,
because of downed poles and wires in the road, getting people to the data center. His first
assessment was that the disruption would be a matter of weeks, not days, with the added realiza-
tion that they could not run for weeks on one generator even if they could get enough fuel.

In short order, Proulx became aware that Bell Canada s serving central offices and other
essential facilities were also running on generators, presenting another weak link.

Although data center operations staffing is ordinarily lean — two operators were on duty at
the time — even if we could drive people in, how would we feed and house them? What about
their homes, spouses, children, with no heat or power and with water in the basement, fretted
Proulx.

PHASE 1

Proulx advised CDRS Wednesday night they were formally declaring a disaster; CDRS
immediately activated their Toronto/Mississauga, Ontario recovery center. Although the Saint-
Hyacinthe data center was still up and running on backup power, the situation was tense and
uncertain. Martin Goulbourn, CDRS Vice President, Business Continuity, Western and Canadian
Regions, worried, their main concern and the reason they declared a disaster, was that they did-
n t know how long their generator would operate properly, and if there was an outage on the gen-
erator, they wanted to be prepared so that there would be no business time lost.

An added worry was that the generator fuel tank was only half full, with a run time of under
24 hours at the time of the power failure. Fuel delivery within 24 hours was by no means
assured.

PHASE Il

In the midst of the internal I.S. disruption, business was by no means as usual. ING s
property and casualty claims processing exceeded five times normal volume. ING elected to con-
tinue claims operations straight through the weekend, compounding the already high stress level
on |.S.
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Even though the generator and UPS were working well and the fallback capability was in
place, ING prudently elected to bring in a second generator to back up the first. The second gen-
erator was cut in over the weekend to ensure that it would work if the first generator failed.

Proulx and his staff faced a tough choice: should they continue running live at Saint-
Hyacinthe, or bite the bullet and make an orderly move to Toronto? When the added risks associ-
ated with cutting over to the hot site and back again were weighted, Proulx determined it would
be safer to continue production operations at Saint-Hyacinthe as long as he had the hot site
fallback primed and ready.

During the twelve days at the recovery site, they were running in parallel at both Saint-
Hyacinthe and Toronto. On a nightly basis, they took backups and refreshed the system at
CDRS so they were never more than about eight hours out of synch with their home systems,
noted CDRS Gilbourn.

By the following weekend, utility power was returning to Saint-Hyacinthe. Nevertheless, the
data center remained on generator power. Proulx worried that utility power would continue to be
unstable for some time as continuing repairs added load to the power grid, and as weakened or
damaged power supply components failed once power was reapplied. At Proulx s Montreal office,
he was unnerved by four power drops during that one afternoon.

THE PEOPLE REST... AND EAT... AND BATHE

ING s Proulx never stopped worrying about the people who were making the recovery
work. Long hours, tremendous workloads and unreasonable stress were only part of the problem.
Housing, feeding and caring for hundreds of employees many displaced from their homes and
dealing with personal crises was essential. ING s Human Resources involvement was essen-
tial.

We were serving over 800 lunches, 700 dinners and 700 breakfasts each day [at Saint-
Hyacinthe]. We even had to install showers. Many of our people were working fourteen or fifteen
hours a day at five degrees Celsius.

Employees were assured their wages were continuing. Psychologists were brought in to
counsel and sustain employees. ING s proactive, supportive attitude paid off. Up to this, our
employees have been proud and happy. We were succeeding as a result of our people — espe-
cially a handful of key people who really came through.

PLAN AHEAD

Fortunately for ING, they had recognized the potential impact of a data center disruption
and had the foresight to develop a data center contingency plan. With the exception of network
switching, a comprehensive exercise had most recently taken place in May, 1997. The exercised
recovery plan was to play a crucial role in the continuing operation and recovery.

Network switching was the only aspect which had not been exercised. ING Canada s sys-
tems are deployed in hundreds of insurance brokers offices throughout Quebec. Acting quickly,
dial-up modems were deployed to all of these locations shortly after the storm hit.

Thanks to a combination of advance planning, extensive testing and fast footwork in the
clinch to deal with last-minute revelations, communications were successfully rerouted and,
remarkably, ING Canada Property & Casualty never stopped doing business with their customers
throughout the Ice Age of 1998.

What would Proulx do differently, having been gone through his first trial by ice less than
three months after joining ING Canada? | would get every detail really well planned, admits
Proulx. The overall strategy was sound, but those niggling details certainly made the recovery
more difficult. Rigorously maintained recovery data equipment, network, contacts can save
a lot of grief. Continued



| m going to work on improving communications even more, adds Proulx. No matter how
timely and effective the communications channels, they could always be better. Don t assume
anything, don t take anything for granted urges CDRS Goulbourn.

EXERCISE... EXERCISE... EXERCISE

Even a well-exercised contingency plan can have glitches. CDRS Goulbourn noted. They
had tested with us previously, and from our perspective testing is very important. We understood
the requirements, we understood how they were going to execute the recovery and where we
could provide assistance. They determined they needed a very new CISCO router for which they
did not have a spare, they had not included in the recovery contract, it was not included in the hot
site contract. An up-to- the-minute inventory might have averted this oversight, but Goulbourn
notes ...you can t do that every week or every month. You should have specific time points or
change management checkpoints. While Proulx certainly will remember that Cisco Router next
time, he has little doubt that there will be other details to handle on the fly. Any contingency plan
should be flexible enough to accommodate these last-minute glitches or oversights.

Goulbourn admonishes Testing is absolutely critical. While everyone pays that lip service,
where it becomes very critical is in situations like this where you build the relationship and rapport
between the organizations so that when the disaster happens, the supplier can provide useful
support. Exercising pays a lot of dividends. Building strong relationships and rapport through
mutual exercises is the best way to ensure suppliers can provide useful support in a pinch.

The senior executive focus also paid off. We were having regular conference calls twice a
day with ING and CSC. ING s Proulx was the one driving those conference calls. In the whole
recovery process he understood what was going on, he was the sponsoring executive for busi-
ness continuity in the organization. The fact that it went up that high in the organization very
much showed up in the execution of the plan.

Footnote: According to The New York Times (8/17/98), Niagara Mohawk Power
Corporation has spent the most by far [recovering from the January ice storm] - more than $125
million to repair lines to 120,000 customers who in some cases were left without power for
weeks... The House of Representatives recently passed a $2.9 billion emergency spending bill
intended to help upstate New York and New England recover from the storm. [Disclosure:
Niagara Mohawk is a consulting client of Rothstein Associates].

For you maple syrup fans, ... an estimated 380,000 taps were lost in northern New York
as a result of the storm.

YEAR 2000 OBSERVATIONS - - SOME CURIOUS NOTES

According to Informationweek Magazine (www.informationweek.com) In a scam recently
uncovered by FBI investigators and detailed at a Kroll Associates conference... an organized
crime family reportedly set up what looked like a legitimate technology consulting firm to help
companies fix year 2000 date-code problems. Mob-hired programmers then rewrote software to
redirect payments to mob-controlled accounts.
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Computerworld reports As if the programmer shortage wasn t bad enough, here comes a
dispatch that says there is a worldwide shortage of trained pyrotechnicians for millennium fire-
works celebrations. (June 29, 1998; www.computerworld.com)

The New York Times (Sunday, June 28, 1998) reports on The Y197?7? Problem: There s a
looming millennial date crisis involving tombstones. In the 50’s and 60’s, monument dealers sold
stones pre-etched with the number 19, followed by a blank, to thousands of consumers, many of
whom are (thankfully) still with us. What to do when 2000 arrives and the 19 is moot? Some
monument companies are creating a special granite-colored cement to slather over the old num-
bers; others are suggesting using brass plates to cover the defunct 19. At least one ouftfit,
Jackson Monument Works in Jackson, Mich., is offering free new monuments to customers from
the 50’s who hang on until 2000.

RECOMMENDED READING
These and hundreds of other titles are available from THE ROTHSTEIN CATALOG ON
DISASTER RECOVERY at www.rothstein.com.

CORPORATE EXECUTIONS: THE UGLY TRUTH ABOUT LAYOFFS - HOW CORPORATE
GREED IS SHATTERING LIVES, COMPANIES AND COMMUNITIES by Alan Downs

"Downs includes real-life stories of layoff victims and gives example after example of large
and small organizations that have found themselves in a hopeless cycle of binge-and-purge
staffing,” while continuing to spiral downward. Offering researched alternatives... Downs supplies
positive strategies for avoiding layoffs." - Memphis Business Journal. - - - 1997, 225 Pages; #DR-
217, $27.50.

OVERDRIVE: MANAGING IN-CRISIS-FILLED TIMES
by Michael Silva and Terry McGann

"Crisis happens only to companies in trouble, it is always somebody’s fault, it is always
destructive, and a lot of it in an organization indicates an inability to manage crisis effectively ...
right? Wrong! Despite the fact that most executives surveyed claim to spend at least 75% of their
time putting out fires, most businesspeople continue to cling to these and other dangerously out-
dated myths about crisis. The truth is, in today’s ever more chaotic, fiercely competitive global
marketplace, crisis is an inescapable fact of life for every business organization - especially the
ambitious ones. In fact, many top business thinkers now view crisis as an indispensable catalyst
for strategic growth and competitive strength. - - - 1995, 250 pages. #DR-176, $30.75.
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RAINING COWS?

The dazed crew of a Japanese trawler were plucked out of the Sea of Japan clinging to the
wreckage of their sunken ship. Their rescue, however, was followed by immediate imprisonment
once authorities questioned the sailors on their ship’s loss. To a man they claimed that a cow,
falling out of a clear blue sky, had struck the trawler amidships, shattering its hull and sinking the
vessel within minutes. They remained in prison for several weeks, until the Russian Air Force
reluctantly informed Japanese authorities that the crew of one of its cargo planes had apparently
stolen a cow wandering at the edge of a Siberian airfield, forced the cow into the plane’s hold and
hastily taken off for home. Unprepared for live cargo, the Russian crew was ill-equipped to man-
age a now rampaging cow within its hold. To save the aircraft and themselves, they shoved the
animal out of the cargo hold as they crossed the Sea of Japan at an altitude of 30,000 feet.

Newsletter Editor: Philip Jan Rothstein, FBCI (pjr@rothstein.com)
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